
QVtf £:ZIJ~~ 
VPN Security Routers 



SSL VPN 

As the Internet access is wide available these days. more and more mobile workers need a fast and easy way to get data from office while 
they are on the road and may not be able to use their own computers. Qno's powerful SSl VPN is developed to provide application 
level security access for remote users using any PC with browser. 

The SSL VPN allows network administrators to set strict rules of available applications for each SSL tunnel user. It divides the supported 
applications as Network Service, Terminal Service, My Desktop, My Network Place, and Virtual Passage. All these applications can be 
easily confLgured in one setting page to be ready to access. This can quickly change the CIS applications into BIS topology or remote 
control as well as add on the protection to data transmission. 

Qno's SSl VPN has the most simple and straightforward graphic interface and it does not require too much technical guidance before 
a user start to use the system. This can extremely eliminate the burden of network administrators and speed up total implement of SSL 
by corporations. Besides. Qno SSL VPN implements the group management concept and simplifies the SSL tunnel rule setting in one 
configuration page within the straightforward setup procedures. The network administrator can quickly apply the default user groups 
to configuration templates to saving the detail conf19uration steps. 

V"lrtuat Keyboard 
The on-screen keyboard on login page allows remote users to type password without using physical keyboard. As remote users are 
possible to login SSL with any PC in anywhere, this virtual keyboard can avoid hackers using spyware to capture the keyboard actions 
and steal the password. 
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Graphic User Portal 
Inheriting the easy-to-use factors in all Qno products, these SSL VPN routers display the user portal with graphic interface to represent 
each application. Users can simply click the icon on portal to start their works without any hassle. 
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VPN (Virtual Private Network) 

The QVF products are the excellent and cost saving appliances developed for franchise organizations. chain stores, and enterprises with 
distributed branch offices. Qno VPN routers support multiple VPN protocols such as standard IPSec VPN, PPTP, SSt, and Qno exclusive QVM VPN 
technology. These highly integrated devices give 5MB the flexibility to build up not onLy the site~to -site VPN tunnels but also single-ta-site 
security access for remote user. Beside the VPN, these equipments contain all the functions of broadband sharing and traffic management and 
make them the real all- tn-one devices to save cost and ease the complexity of management 

IPSecVPN 
All of the QVF routers support standard IPSec VPN to interoperate with any IPSec VPN device to establish IP security transmission. 

Exclusive QVM VPN 
Unlike the IPSec VPN required 20 more steps to establish a single VPN tunneL the Qno SmartLink VPN (QVM) simply requires user name, 

password, and server IP to complete the connection without compromising the strength of security. Beside, this distinctive function supports 

VPN failover that can automatically establish the VPN connection from another WAN port when the original WAN service is interrupted. This will 

ensure reliable operation of VPN connectivity. Moreover, this outstanding function also includes the centralized control feature to enable the 

administrator in headquarter to monitor all outgoing connections from the QVF management page. This allows IT managers to cut down on 

maintenance costs by remote login to offsite locations without the need for physical presence. 

PPTPVPN 
The inclusive PPTP VPN server facilitates dial-in VPN for remote users by taking advantage of Windows@ built-in PPTP client 
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VPN Client QnoKey & QnoSoftKey 

The e)(clusive QnoKey & QnoSoftKey VPN clients are the state-of-the-art VPN solution developed by Qno. They are designed for road warriors 

and remote site users who may not have technical knowledge to fast and conveniently build up secured network connection with headquarters 

or central offices. The Qnokey contains a physical USB device and a cohered software as QnoSoftKey is a utility only. The USB device is equipped 
with unbreakable encryption chip inside and easy to plug and play on Windows as PC. With the Qnokey or QnoSoftKey, mobile users can easily 

establish IPSec VPN connection with Qno's QVF VPN router by simply input PIN code. 

Beside the easy to use and configuration, QnoKey & QnoSoftKey have the full set of management functions. The network administrator can 

instantly check all the connections status of QnoKey users through the GUI of QVF VPN Router. To prevent the misuse of QnoKey, the network 

administrator not only can set the valid time of each QnoKey but also can take lost-protection actions once the users lost his,lher QnoKey. The 

network administrator can cut the connection or erase the parameters inside QnoKey to prevent the malicious hackers to sneak into your private 

network. 
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Qno Exclusive Benifits 

Quick VPN connectlon & taU 0V'et' 

QVM VPN only needs to input three parameters: IP address, user 

name, and password, to establish the IP VPN tunnel and remain 

the IPSec security. Furthermore, this exclusive feature provides 

the VPN fail over to keep the critical VPN tunnel always 

connected while saving a lot of configuration efforts. 

Control your VPN bandwidth usage 

VPN QoS is another advanced VPN technology Qno develops to 

meet increasing demand of VPN transmission. Nowadays, more 

and more enterprises deploy VPN to transport data of ERP, Voice 

or Video conference, e-mai~ and conrldential documents. It is 

essential to avoid congestion by administering the VPN 

bandwidth for each application running in VPN tunnel 
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Double your VPN bandwidth 

Qno develops the outstanding VPN Load Balance for 5MB 

customers who aLways struggle between the cost and bandwidth 

of single Internet line. Utilizing the Qno multi-WAN and VPN load 

balance technologies, it wiU not be costly to expand VPN 

bandwidth to maintain business information flow smoothly. 

Chec::k your SSL remote side security 

Qno's SSl host check can scan the browser version, anti-virus 

status. firewall status. and certain applications on remote side PC 

before it actually starts the SSl transmission. 
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Dt+CP IP Ils';!g!,menl • • • • • • 
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IP tI< MAC Binding • • • • • • 
MAC Addres~_Control • • • • • • ", 
Smart QoS - • • • Futur" • 
Guarantee o.ndwklth • • • • • • 
Maximum o.ndwldth • • • • • • 
PrIority • • • • • • 
IP~l!!9 - • • • • • 
Session Control by IP • • • • • • 
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BI -dlrect(on ARP Binding - Futu", FIJ,",,, FlJlu", f utur. Fun" " 
SPUDoS Detect • • • • • • 
Attaclc l.o!Iglng • • • • • • 
Acce$S CO<"Itrol • • • • • • 
URI.I~word A lter • • • • • • 
BIOcic lavaJCookleS/ActiveX! • • • • • • \fTTP Proxy 
Block QQ MSN Sky!>" Block aa • • • • Fun". 
QQ Number M.n .... ement • • • • • • 
IP Filter • • • • • • 
servia: Port Filter • • • • • • ,m 
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Er>eryptlon DESI3DESIAE S DES{.IDESiIlES D€S{.IDESIAES DES!'30ES{AES DESI30ES{AES DESlJDESiAES 
IKE KeX Man&gement • • • • • • 
VPN Passthrough • • • • • • 
VPN Backup • • • • • • 
VPN Hub - • • • • • 
GrDlJP VPN • • • • • • 
NAT T~"" .... I (NATT) • • • • • • 
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IP RoutlnQ 
StetX: Rovting • • • • • • 
Dynamic Routing R1Plj ll - • • • • • 
DaNS 
QnoDDNS • • • • • • 
3J22JDynDNS • • • • • • 
Simu ltaneous Multiple • • DONS Deployment • • • • 
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St.!tus D~ .. }' - • • • • • 
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Flrmwa", UP\I .... de~ ble • • • • • • 
web· based Management • • • • • • 
SNMP FUMe • • • • Fu'Ufe 
Con~tlO<"I BaCkupLRecov""l • • • • • • 
Diagnostic Tool • • • • • • 
NTP ~ndlroni>e • • • • • • 
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IP Filter 
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Encryption 
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GJlNS 
your future life 
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MD5/SHAI 
DESIJ[)ES/AES 
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Future 

• 
Max 200 Clients Max 200 Gems 

Qno Technology Inc. 
10F-2, No.25, Puding Rd., Hsinchu 300, Taiwan 
Tel: +886-3-5678100 
Fax: +886-3-6686255 
Web: http://www.Qno.com.tw/english/ 
E-mail: QnoGlobaISales@qno.com.tw 
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